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Introduction

There is no question that an effective safety and loss control program not only enables an
organization to meet its moral and legal obligations to provide a safe and healthy workplace, but
also enables an organization to deliver shareholder value and achieve financial objectives by
preventing losses from occurring. In order for safety and loss control programs to become highly
effective and deliver world-class performance, it is necessary to develop and implement safety
management processes, which seek to systematically identify and mitigate risks. Organizations
that have been effective in integrating risk management (assessment and mitigation) methodology
into their safety management processes are progressive in their approach to safety management,
and are more likely to deliver sustainable safety performance.

This paper will outline the basic concepts of risk, and provide a practical approach to
proactively identify, assess and mitigate risks. Additionally, this paper will outline how risk
assessment methodology can be integrated with continuous improvement methodologies, such as
Six Sigma and LEAN, to drive continuous improvement in safety performance by reducing
inherent risks in work systems or business processes.

The Concept of Risk

Lowrance (1976) defined risk as the probability and severity of harm. Therefore, risk is a
measure or determination (derived through either quantitative or qualitative means) of the
combination of the probability of occurrence of harm and the severity of harm. While risk is
typically associated with harm or damage, utilizing risk assessment methodology enables risk to
be viewed in a positive context and, therefore, allows organizations to proactively identify and



control future potential losses. To understand risk assessment methodology requires a basic
knowledge of the concepts of risk and risk terminology. Table 1 below provides some basic risk
terminology and their definitions.

Key Risk Terminology Definition
Risk The probability and severity of harm.
Harm Physical injury or damage.
Hazard A potential source of harm.
Residual Risk The risk which remains after protective measures have
been taken.
Risk Assessment The process by which hazards are identified, and the

level of risk is determined through quantitative or
qualitative analysis.

Acceptable Risk That risk for which the probability and severity of harm
are determined to be as low as reasonably practical
(ALARP).

ALARP The point at which the cost involved to reduce risk

(AsLow As Reasonably Practical) | further would be substantially disproportionate to the
benefit gained.

Table 1. Key Risk Terminology

Inherent Risk

A certain amount of risk is inherent at any point in the lifecycle of every work system (i.e.
operation or process). This is true whether the work system is defined broadly, such as a
construction site, an operating facility, a call center, or even an executive office, or whether more
narrowly defined, such as an assembly process, a piece of machinery, or a even an individua
work task.

The fact remains that risk is an ever-present variable in everything we do. Some degree of risk
will always be present in any system, as risk can never be totally eliminated. Whileit is possible
to substantially reduce risk, a zero risk quantity can never be achieved.

Hazard versus Risk

Many people confuse the concepts of hazard and risk, particularly within the context of health
and safety. A hazard is a potential source of harm. For example, the hazard associated with a
chemical isitsintrinsic ability to cause an adverse effect.

Risk, on the other hand, is the chance that the adverse effects of an identified hazard will
occur. For example, while the chemical mentioned above may have hazardous properties, if the
chemical is handled safely under controlled conditions, the risk to human health or the
environment might be extremely low.

While hazard identification is certainly an important component for any safety program, it is
important to understand that merely identifying hazards is not the same as determining the risk
associated with those hazards. In order to determine the risks associated with identified hazards,
arisk assessment process which measures the risk is required.



Residual Risk

Residual risk, also known as net risk, is the level of risk that remains in the system at the time of
assessment after mitigating controls have been implemented to reduce risk. For example, if a
company takes steps to reduce risks associated with a particular machine by installing point of
operation guarding, the machine operator should face a lower level of residual risk upon future
measurement. However, even though this guarding may reduce the risk of the operator being
injured due to contact with the machinery point of operation, there remains a possibility that these
types of incidents may still occur under certain circumstances. The term for this remaining risk is
residual risk.

To effectively manage and reduce residua risk requires the identified risk to be assessed and
measured. |In fact, insightful risk assessment is so crucial to risk management and continuous
safety improvement efforts that it is mandated by many of today’ s regulations in countries such as
Australia and the European Union (EU) countries. It is also recommended as a best practice by
various consensus standardsin the U.S.

Assessing Risk

The entire purpose of those responsible for safety, regardless of their titles, is to identify,
evaluate, and eliminate or control hazards so that the risks deriving from those hazards are
acceptable (Manuele 2009). Thus, a primary responsibility for any safety and safety practitioner
is to help others better understand the risks they face, and make informed judgments on
acceptability of risks. Ultimately, this helps to improve understanding of risk, and helps define
what is acceptable so that people live increasingly safer, more secure, lives.

Risk Assessment Methodology

Risk assessment is the process by which hazards are identified and the level of risk is determined
through quantitative or qualitative analysis. A sound risk assessment methodology will typically
include these process steps:

1. Identify the hazards and risks associated with the work system or process.

2. Measure and evaluate the frequency of exposure, severity of the consequence should a loss
occur, and the probability of occurrence.

3. Anayze the risks associated with the work system and determine appropriate ways to control
the hazards and reduce the risks to an acceptable level.

4. Develop and implement additional mitigating controls, if necessary, to reduce risks to an
acceptable level.

5. Monitor the effectiveness of the mitigating controls and periodically observe to identify
potential new risk exposures.

The goa of the risk assessment process, and the subsequent mitigating controls, is to achieve
an acceptable level of risk. The risk assessment and mitigation processes are not complete until
acceptable risk levels are achieved (Manuele 2008).

Acceptable Risk

Clearly, there are differences in how risks are perceived by individuals, various companies and
even different industries. Several factors can influence the diverse interpretation or perception of
risk and may include:




Management commitment to safety.

The safety culture of a company.

Varying appetites for accepting risk.

Personal experiences dealing with/working around the risk.

Socia cultural background and beliefs.

The ability (or lack of) to exercise control over aparticular risk.

Inaccurate assessment of risks (which may lead people to overestimate very low risk or under
estimate very high risk).

With all the factors that can and do influence risk perceptions, how do we realy know when
something is safe? Fortunately, Lowrance (1976) has provided us with an answer. Lowrance
defined safety as a judgment of the acceptability of risk, and defined risk as the probability and
severity of harm. Therefore, “athing is safeif it'srisks are judged to be acceptable.”

A closer examination of Lowrance's definition reveals three process steps that must be
conducted before a risk can be determined to be acceptable. Firstly, there must be a determination
or identification of the risks associated with a particular hazard or work process. Secondly, there
must be ajudgment or assessment of these risks. Thisis typically performed through a qualitative
or quantitative risk assessment process. Thirdly, there must be a determination of whether the risk
is acceptable or unacceptable. The qualitative or quantitative criteria utilized to assess and
measure the risk aids with the determination of what is an acceptable risk.

When determining what is an acceptable risk it is necessary to recognize that acceptability isa
moving target. As knowledge about a particular risk increases, so does the capability to make a
more informed judgment or determination of the acceptability of that risk. Therefore, what is
determined to be an acceptable risk today may become an unacceptable risk in the future. When
the risk assessment process is utilized as a continuous improvement process, residua risks can be
reduced over time and deliver sustainable results.

ALARP (As L ow as Reasonably Practical)

Acceptable risk is that risk for which the probability of a hazard-related incident or exposure
occurring and the severity of harm or damage that may result are as low as reasonably
practicable, and tolerable in the situation being considered (Manuele 2009).

For arisk to be as low as reasonably practical (ALARP), it must be possible to demonstrate
that the cost involved in reducing the risk further would be substantialy disproportionate to the
benefit gained. The ALARP principle arises from the fact that infinite time, effort, and money
could be spent attempting to continuously reduce arisk. However, ALARP should be understood
as more than just a quantitative measure of benefit against detriment. ALARP is a best practice of
judgment regarding the balance of risk and the societal benefit.

Risk Management Process

Once a risk exposure has been identified and evaluated, a systematic and practical risk
management decision-making process should be utilized to determine acceptability. There are
four steps in the risk management decision making process, represented graphically in Figure 1
below, which enable organizations to determine which risks are acceptable or as low as
reasonably practical (ALARP). These four steps are listed in decreasing order of effectivenessin
reducing and mitigating risk exposures and include:




e Terminate the risk. Seek to eliminate the risk exposure whenever possible. This is not
always easy to do, and in many cases cannot be accomplished due to technology constraints,
cost constraints or inherent risk in the work system.

e Treat the risk. Evaluate whether all reasonable and cost-effective measures have been
implemented to prevent aloss from occurring. Take action to implement additional controls if
all reasonable and cost-effective controls have not been put into practice.

e Transfer therisk. Thisis done by contractualy transferring the work process or activity to
an expert, or by transferring the financial impact of a loss through the purchase of an
insurance policy.

e Tolerate the risk. The risk has been determined to be acceptable, as the probability of a
hazard-related incident occurring and the severity of harm or damage that may result are as
low as reasonably practical (ALARP). In the situation under consideration, the cost involved
to reduce the risk further would be significantly disproportionate to the benefit gained.
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When utilizing the risk management decision-making process to evaluate risk, and therisk is
determined to be unacceptable, actions to mitigate the risk by terminating or treating the risk are
required.

Risk Mitigation

To effectively treat or mitigate the risk, a combination of effective controls should be utilized by
applying the hierarchy of control concepts. The concept of the hierarchy of controls has been
outlined by the Association for Manufacturing Technology (AMT) in the publication, Risk
Assessment and Reduction: A Guide to Estimate, Evaluate and Reduce Risks Associated with
Machine Tools (AMT 2000). Figure 2 illustrates the concept of the hierarchy of controls and the
resultant impact in reducing residual risk in work systems.



Hierarchy of Controls

Initial risk assessments provide a baseline of the risk present in the work system at the time of
measurement. The risk reduction process outlined by AMT (2000) follows a hierarchical pattern
of interventions based on the rel ative effectiveness of the intervention, as follows:

e Eliminatethe Hazard. Elimination of the hazard or reduction of the risk by design provides
the highest degree of risk reduction.

o Safeguard the Hazard. Applying safeguards can also significantly impact the degree of risk
reduction and residual risk in the system.

e Institute Administrative Controls or Other Protective Measures. As described by AMT
(2000), administrative controls involve posted warnings, training in best work practices,
disciplinary programs, close supervision and personal protective equipment.

While applying the hierarchy of controlsis critical to ensure the most effective controls will
provide risk reduction, there must be recognition that some inherent risk will always exist in any
work system. Regardless of what safeguarding system isimplemented, it is still necessary to look
closely at organizational forces, the knowledge and training of users and supervisors, as well as
the behaviors and errors of users that can degrade or bypass the engineering controls (Liberty
Mutual 2009).

Hierarchy of Controls to Reduce Risk

4——— Risk ——»
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Figure 2. Hierarchy of Controlsto Reduce Risk

Aligning Risk Assessment with Business Processes

How an organization views and approaches safety is an important consideration when aligning
risk reduction methodology to business process. Some traditional safety approaches tend to
focus on the reduction of incident frequency and/or incident severity (i.e. loss costs or lost time).
While thisis certainly avalid approach to reduce incident frequency and severity rates, it isalso a
reactive approach to safety management in the sense that the focus is predominately on risks that



have actually resulted in incidents, and these risk exposures are being addressed after incidents
have already occurred.

Effective integration of risk reduction methodologies requires a more proactive approach,
one that looks to identify and assess significant risk exposures that have the potential to result in
the occurrence of an incident. Accomplishing this requires an organization to move beyond
traditional reactive approaches to safety, and turn the focus on measuring and mitigating inherent
risk that occurs in work systems and processes. By examining work systems to identify potential
breakdowns within the system that can create risk, organizations can ultimately measure and
control process inputs that can lead to an unintended output—an incident which causes harm.

High-performing organizations continually and energetically chalenge tightly held
assumptions about how things are done, whether they are evaluating manufacturing, logistics and
distribution work systems or risk reduction ("Take Safety to a New Level" 2010). To effectively
integrate risk reduction and mitigation techniques into an organization's work systems requires
leadership commitment, the ability to communicate risks using the language of the business, and
a standard methodology for measuring and eval uating risks.

Engaging L eadership within the Organization

Successful risk improvement initiatives which deliver sustainable business results al have one
common fundamental element—Ieadership commitment. Companies which have been successful
with integrating Total Quality Management (TQM) systems, LEAN manufacturing programs, Six
Sigma quality process control systems, and other business improvement processes into the culture
of the organization, had to begin by engaging leadership early in the process to obtain buy-in to
the changes required to drive continuous improvement.

Leadership demonstrates their commitment by removing the real (time and resources) and
perceived (attitudes come from the top down) barriers that impede performance. An effective way
to engage leadership is to establish “The What,” which is a vision for the future state of safety
within the organization. The vision statement establishes the safety values of the organization and
serves and the framework for building a culture of “thisis the way we operate.” Figure 3 below is
an example of a safety vision statement utilized by ABC Company.



“ The What” — Safety Vision “The How’ — Safety Policy
ABC Company Zero Harm Charter ABC Company Safety Palicy
At ABC Company we are committed to | ABCiscommitted to providing and
achieving Zero Harm. This means zero | maintaining a safe and healthy work

injuries and zero environmental damage: environment and to preventing injuries or
¢ \We commit and contribute. illness to our employees, customers, suppliers,
e Wevalue everyone equally. contractors and community—safety
 We respect ourselves. everywhere, every day:
e Wethink first of Zero Harm. » Continuously improve safety systems.
e We continuously improve. e Monitor and measure performance.
e We share. e Sustain regulatory compliant processes.
e We respect the environment. * Providetraining programs.
e Consultative and proactive approach to risk
management.

e Minimize waste, conserve resources, and
protect the environment.

o Apply best practices.

¢ Recognize excellence in performance.

Figure 3. The What Figure4. The How

Once leadership has bought into “ The What,” a roadmap for how the vision will be achieved
requires leadership endorsement. “The How” is generaly an organization’s safety policy
statement, which establishes the framework for development of an effective safety management
system to deliver sustainable performance improvements. The safety policy in Figure 4 above
establishes a minimum performance standard to comply with regulatory requirements,
continuously improve processes, and proactively identify and measure risks. Additionaly, this
policy statement requires the engagement of employees at al levels of the organization and sets
the expectation for transfer of best practices.

The vision statement in Figure 3 above sets the expectation that risks will be identified and
evaluated in the decision-making process as the leadership of ABC Company has endorsed the
value statement “We think first of Zero Harm.” This value statement enables a risk assessment
process, which identifies and measures opportunities to reduce inherent risk to be integrated in to
the organizations’ work systems.

Using the Business L anguage to Manage Risk

An organization’s success in integrating any new process or methodology ultimately depends on
how well the organization understands and adopts the new process or methodology. Aligning
with existing business processes and using the business language established within the
organization will facilitate this integration. The same applies when integrating risk assessment
methodology into the safety management system.

ABC Company recognized that its traditional safety management process had reached
maturity as safety performance began to plateau. In order to drive continuous improvement in
safety performance, the risk management department at ABC Company sought to integrate safety



management processes with the organization’s continuous improvement processes, LEAN and
Six Sigma. It was necessary to take this integrated approach as the risk management department
was competing for the same resources that were being used in Six Sigma and LEAN process
improvement projects while working to implement a strategic initiative to deploy a standardized
process for conducting risk assessments.

The risk manager at ABC Company was trained in Six Sigma and LEAN, and realized the
risk assessment process aigned very well with the Six Sigma DMAIC problem-solving
methodology used by many businesses. DMAIC is an acronym for the five phases of process
improvement utilized in Six Sigma: Define, Measure, Analyze, Improve and Control. In order to
demonstrate the value proposition for implementing risk assessment methodology at ABC
Company, the risk manager developed a graphic (Figure 5) showing the alignment of risk
assessment with the Six Sigma DMAIC methodology. This graphic was integrated into safety
training presentations to educate the organization in the principles of risk assessment and risk
management methodol ogies.

DEFINE:

Identify Sources
of
Potential Loss

Evaluate
Monitor Frequency,
Control Severity &
2ctiven Probability

IMPROVE: ANALYZE:

Develop &
Implement
Control Plan

Data & Determine
Critical Controls

Figure5. DMAIC Risk Management Model

The acceptance and use of risk assessment methodology at ABC Company increased as a
result of the integration of risk assessment with existing process improvement methodology
utilized by the business. Development of the DMAIC Risk Management Model enabled safety
processes to be measured more effectively, and it enabled the risk manager to explain the safety
performance drivers in alanguage the business understood.

Identifying and Assessing Risk
Effective risk assessment processes enable the organization to measure risks qualitatively and
guantitatively. Risk assessment processes are generally considered to be effectiveif:

e Quantitative and qualitative criteria have been established to measure risk;
e The effectiveness of existing mitigating controlsis evaluated;



e Those most familiar with work systems and processes perform the risk assessment;

o Risk assessments are documented using a common or standard format, which enables future
assessments to be benchmarked against the baseline assessment; and

e New mitigating controls identified by the risk assessment team are implemented.

While there are numerous risk assessment processes and database technology solutions
available to conduct risk assessments, ABC Company selected the Liberty Mutual Residual Risk
Reduction (R3™) methodology for conducting risk assessments. R3™ is a risk assessment
technique which utilizes cross-functional teams of people who work within the systems being
assessed to identify, evaluate, and reduce risk in work systems. Tolbert (2005) published the
Residual Risk Reduction (R3™) risk assessment methodology in the November 2005 issue of the
ASSE’ s Professional Safety.

ABC Company selected R3™ because it is easy to understand, it utilizes consistent criteria to
measure and quantify risks, it is able to be used by front-line employees, it requires a cross-
functional team approach, and it aligns well with Six Sigma and LEAN continuous improvement
processes. R3™ enables arisk improvement team to perform a baseline of the current state of the
work system being evaluated, measure risk exposures quantitatively and qualitatively, evauate
the effectiveness of existing mitigating controls, and develop a list of proactive improvement
actions that will reduce risk. Additionally, R3™ provides a measurement of the future state of a
work process once additional mitigating controls have been implemented. This approach enabled
ABC Company to prioritize limited resources to systematically reduce and control risks by
continuously working in the areas with the greatest risk concerns.

ABC Company developed a training program to teach frontline employees how to conduct
and document risk assessments using the R3™ process. These assessments are performed by a
team of employees, which includes frontline employees involved in the work process and other
interested parties, such as the engineering department, maintenance, and safety and health
professionals. When conducting risk assessments, the team observed the work system that was
identified as requiring improvement; documented the process steps; and conducted a baseline
assessment to identify and measure the potential risk exposures within the work system. Next, the
team developed mitigating controls to reduce risk and conducted a subsequent assessment to
measure the effectiveness of the recommended improvements. Once the additional mitigating
controls have been identified, the risk assessment is reviewed with leadership, and an action plan
to implement the recommendations developed. The sample R3™ assessment conducted by ABC
Company in Figure 6 below indicates a 57% reduction in residual risk (R3™) could be achieved
if all the recommended improvements are effectively implemented. This represents a significant
improvement in the work system risk versus the baseline, and clearly shows the residual risk that
remainsin the work system.



R3™ Risk Assessment
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Figure 6. Sample R3™ Risk Assessment

R3™ = 57%

ABC Company has embraced the use of risk assessment methodology and continues to find
meaningful ways to utilize risk assessments to evaluate and assess its work systems. Most
recently, ABC Company integrated the requirement for risk assessments to be conducted prior to
sign-off and approval of certain capital expenditure projects. This integrated approach has
enabled ABC Company to not only reduce the risk of injuries in its work systems, but has also
enabled ABC Company to actively demonstrate its commitment to Zero Harm, and build an
organizational culture where Zero Harm is the way things are done.

Summary

To deliver sustainable safety performance, it is necessary to work proactively to identify and
evaluate risk exposures and hazards before an incident that causes harm can occur. Organizations
that have been effective in integrating risk management methodology into their safety
management processes are progressive in their approach to safety management, and realize the
benefits of managing risks that are inherent in any work system will deliver the desired results.
When applied as an on-going process, risk assessment methodology can help organizations
redefine the nature, extent, and level of risk that is acceptable for their business model and deliver
world-class levels of performance.
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