
assp.org  JUNE 2022  PROFESSIONAL SAFETY PSJ   29

RISK MANAGEMENT
Peer-Reviewed

Taking a Risk-Informed, 
Performance-Based 

Approach
By Bruce K. Lyon, N. Prasad Kadambi and Georgi Popov

RRISK IS FOUND in all aspects of life. For OSH professionals, 
risks from workplace hazards are the primary focus. Since the 
emergence of the OSH Act of 1970, safety practitioners in the 
U.S. have been educated and trained, rightfully, to identify and 
correct workplace hazards and manage regulatory compliance.

However, for organizations to be successful and achieve their 
objectives, they must manage all risks encountered—hazard 
risks, operational risks, financial risks and strategic risks—
while they pursue potential opportunities. OSH professionals 
require a wider lens that looks beyond just hazard risks and 

sees the aggregated risks and how they can impact the orga-
nization as well as society. Equally important is for OSH pro-
fessionals to understand the need for organizations to pursue 
potential opportunities. This requires recognition that some 
risk usually accompanies any such pursuit. For an organization 
to successfully achieve its objectives, calculated risk must some-
times be taken. Being too risk averse can be a risk if it causes an 
organization to miss opportunities that would allow it to suc-
cessfully compete, innovate and benefit society. Taking some 
risk is often necessary to achieve objectives, advance technolo-
gies and navigate through the increasingly complex world.

ANSI/ASSP/ISO 31000-2018 defines risk as the “effect of uncer-
tainty on objectives” (p. 1). Risk’s effect of uncertainty, however, 
has different risk sources. The American Institute for Chartered 
Property Casualty Underwriters, known as The Institutes, de-
fines and categorizes these risk sources in four groups or risk 
quadrants (Elliott, 2017). The risk quadrants are 1. operational 
risk; 2. hazard risk; 3. financial risk; and 4. strategic risk.

Operational risks and hazard risks are considered pure or 
absolute risks, which are those that can only result in loss or 
negative outcomes. Financial and strategic risks represent 
speculative risks, which have the possibility of a positive out-
come, negative outcome or both (Lyon & Popov, 2021). Figure 1 
(p. 30) represents the four quadrants of risk.

For most OSH professionals, the primary focus is hazard 
risk. However, hazard risks do not operate in a vacuum, nor 
are they confined to one quadrant of risk. Hazard risks often 
cascade into other parts of the organization, impacting its 
operations, financial strength and sometimes its reputational 
and strategic capabilities. For example, suppose a refrigerated 
food storage warehouse using ammonia as a refrigerant has an 
ammonia release, which causes an operational risk with the 

KEY TAKEAWAYS
•In the world of enterprise risk management, are OSH professionals 
too narrowly focused on just the hazard risk? For an organization 
to successfully achieve its objectives, some level of risk in pursuit of 
opportunities must be taken. Being too risk averse can cause an or-
ganization to miss opportunities that would allow it to successfully 
compete and innovate. 
•When accepting a level of risk to achieve an objective, the desired 
performance must be factored in. Defining needed performance ob-
jectives and ensuring their accomplishment as part of the decision-
making process must come together in such a way that public and 
worker safety are always a paramount consideration. 
•For organizations to succeed, an optimal balance between risk and 
opportunity is required. Achieving a risk level considered as low as 
reasonably practicable along with expected performance capabil-
ities and benefits of the opportunity can be considered the art of 
managing risk to an acceptable level.
•To help organizations achieve and maintain an optimal opportu-
nity or risk balance, OSH professionals can consider applying the 
principles from the risk-informed and performance-based model 
formulated by the U.S. Nuclear Regulatory Commission.
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loss of refrigerant and food products. The operational risk leads 
to a hazard risk to workers and the local community from the 
toxic nature of ammonia gas. If not contained, the hazard risk 
cascades and escalates into a strategic risk (loss of reputation 
and image) and financial risk (legal and regulatory losses), as 
illustrated in Figure 2.

Enterprise risk management (ERM) is the concept of manag-
ing all aspects of risk—operational risks, hazard risks, financial 
risks and strategic risks—and considering the potential inter-
connectivities they bring and the overall aggregation of risk. 
The Risk and Insurance Management Society (RIMS, 2022) de-
fines ERM as “a strategic business discipline that supports the 
achievement of an organization’s objectives by addressing the 
full spectrum of its risks and managing the combined impact 
of those risks as an interrelated risk portfolio.” To successfully 
understand and manage aggregated risk, the organization must 
approach risk management as a fully integrated process rather 
than segmented into silos.

Current Challenges in Risk Oversight
As part of the International Organization for Standardiza-

tion (ISO) Technical Committee (TC) 262 for risk management 
standards, the authors participated in an ISO task group estab-
lished by TC 262 to identify the concerns and challenges facing 
organizations regarding ERM in preparation for the next re-
vision of ISO 31000, Risk Management. The effort involved an 
in-depth review of 12 major surveys, conducted between 2019 
and 2021, concerning ERM and risk oversight from affected 
stakeholders. Table 1 (p. 32) outlines details about the surveys.

The conclusions drawn by the ISO task group from its review 
of these 12 surveys indicate that:

1. ERM is typically more developed or mature in large global 
organizations. Significant opportunities exist for improvement 
in ERM and risk oversight in many small- to medium-sized 
organizations.

2. Many organizations still operate departmentally (i.e., 
in silos) and have not fully integrated risk management into 
their operational and strategic planning. For many organi-
zations, their dedicated resources—whether human, tech-
nological or financial—may not be sufficient for effectively 
managing enterprise risk.

3. Challenges in managing risks result from interdependen-
cies, growing complexity and rapidly changing conditions in 
the world. Growing complexities and changes include technol-
ogy and cyber threats; environmental, social and governance 
concerns; and interdependencies and sup-
ply-chain risk.

4. Survey findings indicate a need for 
better, more effective communication of ag-
gregated risk (combined or synergist effects) 
within organizations. Many organizations 
still use spreadsheets listing individual risks 
to manage and communicate risk and do 
not account for aggregated risks.

5. Better or increased board oversight in 
risk management and strategic planning 
are needed, especially at the board level. 
There are concerns that boards are not al-
ways receiving the risk-based information 
necessary to adequately oversee risk. Find-
ings also indicate that boards spend little 
time discussing reported risk when they 

discuss the strategic plan. This finding indicates a need for more 
direct accountability of senior management for risk oversight.

6. As a result of the findings, there is an overall need for 
more structured risk-informed decision-making and including 
risk-informed and performance-based practices within organi-
zations and their management systems.

The authors’ key takeaway from these findings is that there 
appears to be a need for a more risk-informed, performance-
based approach to decision-making and managing risk.

Risk, Opportunity, Performance & Uncertainty
Since risk, opportunity, performance and uncertainty are inter-

related and often intertwined, a clear understanding of these terms 
and their relationships is needed in the decision-making process. 

First, risk and opportunity must be recognized as being mirror 
opposites or two sides of the same coin. While there are many 
varying definitions found in standards and applications, risk is 
simply the chance for something bad to happen or the “potential 
for adverse outcomes” (Lyon & Popov, 2022, p. 19). Organizations 
and people do not necessarily want more risk, however, some risk 
must be taken to pursue an opportunity, meet a performance 
goal or achieve an objective. Conversely, opportunities can be 
defined as the potential for favorable outcomes. They offer the 
chance for desired achievements, gains or other benefits. In addi-
tion, just as risks are associated with taking an opportunity, risks 
also exist from missing an opportunity. The art of achieving an 
optimal balance requires decision makers to be well-informed of 
both the risks and opportunities involved.

While risks present the potential for adverse outcomes, so 
do the failures to accomplish specific performance objectives. 
Performance is a modulating factor requiring levels of perfor-
mance of specific activities to accomplish defined objectives. 
Performance can be described as an expression or measure of 
how well a particular subject is doing compared to established 
criteria. For instance, success in a particular area may be repre-
sented by performance measures focused on the completion of 
specific tasks and their efficiency level, timeliness factors, costs 
factors or other measures. These may be considered as out-
puts of the activity in that area. However, from an enterprise 
perspective, it may be important to differentiate such outputs 
from the outcomes that matter to the whole organization. The 
economic health of the organization may depend on defining 
such performance criteria up front during the decision-making 
process, along with methods for measuring and monitoring 
such performance. This approach of differentiating between 
the output in one area from the impact that it has in the broad-

er picture, which is the outcome, avoids 
suboptimization. Suboptimization can 
occur if management mistakenly thinks 
that success in one area represents the 
whole picture.

Uncertainty, strongly linked to prob-
ability or likelihood, can be described as 
the “lack of knowing outcomes” (Lyon & 
Popov, 2022, p. 20). There are four types 
of uncertainty: 1. epistemic uncertainty, 
or a condition where there is a lack of 
relevant knowledge of the system; 2. ale-
atoric uncertainty, or a condition where 
a random, unpredictable nature exists 
surrounding the system; 3. linguistic 
uncertainty, or a vagueness or ambiguity 

FIGURE 1
QUADRANTS OF RISK
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inherent in spoken languages; and 4. decision uncertainty, or 
uncertainty associated with value systems, professional judg-
ment, company values and societal norms (ANSI/ASSP/ISO, 
2019; Lyon, 2022). ISO Guide 73, Vocabulary for Risk Manage-
ment, defines uncertainty as the “state, even partial, of deficien-
cy of information related to, understanding or knowledge of, an 
event, its consequence or likelihood” (ANSI/ASSP, 2011). This 
definition assumes that correction of the deficiency of infor-
mation will reduce or eliminate the uncertainty. However, for 
aleatory type uncertainties that are unpredictable or random in 
nature that cannot be reduced with additional information, a 
risk-informed and performance-based approach can add value 
(U.S. NRC, 2012).

When considering whether a particular 
risk is acceptable to the organization, the 
as low as reasonably practicable (ALARP) 
concept should be considered. The ANSI/
ASSP Z590.3-2021 prevention through 
design standard defines ALARP as “that 
level of risk which can be further lowered 
only by an increase in resource expendi-
ture that is disproportionate in relation 
to the resulting decrease in risk” (p. 12). 
The balance between the opportunity and 
the risk as well as the level of uncertainty should be considered 
when making decisions (Figure 3, p. 32); this can be described 
as the benefit or cost factor.

Management Systems & Risk Metrics
The risk management principles, framework and process 

described in ANSI/ASSP/ISO 31000-2018 (Figure 4, p. 33) are 
designed to provide an organization an iterative and integrated 
approach to managing risk effectively within its management 
system. This integrated approach enables decision makers to 
make more risk-informed decisions and reduce or manage risk 
while achieving their objectives.

While ANSI/ASSP/ISO 31000 is not a management systems 
standard, it is designed to be integrated into an organization’s 
management systems. One of the standard’s guiding principles 
is continual improvement, which is achieved through a plan-
do-check-act model (Figure 5, p. 34). 

Performance evaluation, or the check component, is essential 
in the plan-do-check-act management system model. Consid-
eration of risks and opportunities, as well as information on the 
performance and trends in monitoring and measurement results, 
are the inputs for management to make informed decisions as 
part of the continual improvement process (ASSP, 2020).

Key Performance Indicators
Key performance indicators (KPIs) are a set of specific, 

quantifiable measures that an organization tracks to gauge 
performance over time. To be effective, KPIs must be tied to the 
related objectives in the risk management process. They should 

be used to determine progress in achiev-
ing strategic and operational goals, and to 
benchmark an organization’s position or 
performance in comparison to baselines, 
internally or externally. The measurement 
of performance allows an organization to 
estimate its performance in comparison 
to its expected performance in support 
of the organization’s strategic objectives 
(ASSP, 2020). When selecting KPIs, an 
understanding of the organization’s mis-
sion, goals and objectives, as well as what 

is currently measured related to achieving its related objectives, 
are needed. KPIs will vary by organization as well as depart-
ment or business unit. For each selected KPI, the desired target 
and the baseline should be established. Performance measures 
can be input-based or leading indicators, while others may be 
outcome-based or lagging indicators. A combination of indi-
cator types is often needed and may include those identified by 
ASSP TR-31010-2020, which include:

•Qualitative or subjective measures, signal words and de-
scriptions.

•Quantitative or objective measures such as percentages, 
numbers and ratios. Often qualitative and quantitative indi-
cators are used together to provide a more holistic picture of 
performance.

•Input-based or action measures that are designed to achieve 
a desired outcome, sometimes called leading indicators. Input-
based measures are activity-oriented measures that signal a 

Injuries Financial loss 

Strategic and financial riskHazard riskOperational risk

Public 
evacuation

Reputation 
and public 

relations 
damage

Catastrophic 
escalation

Legal and 
regulatory

Exposure to 
toxic NH3 gas 

Fatalities

Am
m

on
ia

 N
H

3

NH3 release

NH3 loss

Product loss N
H

3 cl
ou

d

FIGURE 2
EXAMPLE OF CASCADING RISK

While risks present the 
potential for adverse 
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failures to accomplish 
specific performance 

objectives. 



32   PSJ PROFESSIONAL SAFETY  JUNE 2022  assp.org

change in performance. Input-based measures indicate changes 
in improvement in the process and detect changes that require 
adjustment. Input- or action-based KPIs might include quar-
terly evaluation of the assessment process, number of process 
improvements completed per month, or number of emerging 
risks identified prior to any incidents in a year.

•Process measures used in measuring and evaluating process 
efficiency or productivity.

•Output-based metrics or result measures that are produced 
from the inputs or actions taken in terms of numbers and per-
centages. Examples of output-based metrics might include the 
number of new engineering controls implemented because of 
risk assessments, the conformance rate of control implementa-
tions, and the percentage of employees trained as risk assessors 
because of a risk assessment training initiative.

•Outcome-based or result measures that produce numbers 
indicating the level of success, sometimes referred to as lagging 
indicators. Outcome-based measures are used to analyze events, 
successes or failures, and results or trends to determine whether 
the process is effective and working. Examples of result-type KPIs 
include the number of close-call incidents per quarter, number of 
corrective actions successfully completed, average number of days 
to complete corrective action and incident rate numbers.

For KPIs to provide value, they must be tied to a specific 
business objective and measurable. While KPIs should be 
standardized, they should have some f lexibility or ability to 
adjust with changes.

Key Risk Indicators
In addition to KPIs that focus on performance measures, 

a need for indicators of risk also exists. Key risk indicators 
(KRIs) are measures that provide detection and identification 
of emerging or developing risks and are used to determine 
when such risks require assessment. In a way, KRIs provide an 
early warning of new risks that have reached a level of concern. 
As noted in ASSP TR 31010-2020, KRIs are used in developing 
strategies for the identification, assessment and management of 
new risks such as root-cause analyses and causal-factor analy-
ses of previous incidents.

Monitoring Risk
Since risk is dynamic, there is a need for ongoing monitoring 

of risk in an organization. Measures associated with the effects 
of implemented decisions or risk treatments as well as KPIs and 
KRIs should be monitored and evaluated to determine whether 
desired results are being achieved or whether adjustments are 
needed. If unintended effects occur, specific adjustments can 
then be determined and made.

Decision Models for Managing Risk
As a part of managing risk, decision makers are required to 

consider and evaluate alternatives in values of probabilities and 
consequences, variations of risk factors, options and trade-offs, 
and uncertainty. More information on developing and selecting 
decision models can be found in Section 6.2 of ANSI/ASSP/ISO 
31010-2019. Decision analysis provides insight into how the de-
fined alternatives differ from one another and provides a basis 
for considering new and improved alternatives (ANSI/ASIS/
RIMS, 2015). Two decision-making models used in managing 
risk are briefly described: the U.S. Coast Guard’s risk-based 
decision-making model and the U.S. Nuclear Regulatory Com-
mission’s (NRC) risk-informed, performance-based model.

Survey Source Sample Year 
2020 Study of 
Advancements in 
Enterprise Risk and 
Governance 

Columbia University 
School of Professional 
Studies 

150 global 
practices leaders 

2020 

2020 The State of 
Risk Oversight 

North Carolina State 
University 

450 CFOs 2021 

The State of ERM in 
Canada 

Conference Board of 
Canada, Global Risk 
Institute, CPA Canada 

160 Canadian 
organizations 

2019 

EY Four Ways to 
Advance Risk 
Oversight 

Ernst & Young Global 
Ltd. 

500 global CEOs 
and board 
members 

2019 

PwC Risk 
Management 
Leaders Insights 

PricewaterhouseCoopers 106 risk 
managers 

2021 

PwC 24th Global 
CEO Survey 

PricewaterhouseCoopers 5,050 global 
CEOs 

2021 

WEF 16th Global 
Risks Report 

World Economic Forum Global 
stakeholders 

2021 

Airmic Top Risks 
and Trends 2020 

Airmic Corp. U.S. stakeholders 2020 

Deloitte 12th 
Global Risk Survey 

Deloitte 57 global 
financial 
institutions 

2020 

Evolving Practices 
in Enterprise Risk 
Management 
Survey Summary 
Report 

American Productivity 
and Quality Center 

229 U.S. 
organizations 

2021 

RIMS 2020 
Enterprise Risk 
Management 
Benchmark Survey 

Risk and Insurance 
Management Society 

300 global 
organizations 

2020 

Federal Enterprise 
Risk Management 
2020 Survey 
Results 

Association for Federal 
Enterprise Risk 
Management 

37 federal 
organizations 

2020 
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U.S. Coast Guard Risk-Based Decision-Making Model
One model referenced in ASSP TR 31010-2020 is the risk-

based decision-making process. Developed in the late 1990s by 
the U.S. Coast Guard, the risk-based decision-making model 
can be used to organize information about possible unwant-
ed outcomes into an orderly structure that helps facilitate 
decision-making and more informed management choices 
(Macesker et al., 2002). The model provides a systematic, 
structured way of making informed decisions by reducing 
uncertainty regarding the effects and outcomes of the selected 
decision. The model takes into consideration key questions 
about risk relating to the decision to be made including: 1. what 
can go wrong; 2. how severe the potential outcome is; 3. how 
likely it is to occur; 4. if the risk is acceptable or unacceptable; 
and 5. if the risk requires reduction.

In the risk-based decision-making model, the context is first 
determined regarding the type of decision to be made, the ob-
jective to be achieved, and the KPIs and KRIs that are tied to 
the objective. Once the decision and context are defined, the 

associated risks are assessed with the outputs used in making 
the decision. The final decision is then implemented and moni-
tored for effectiveness.

Figure 6 (p. 35), adapted from ASSP TR 31010-2020, illus-
trates the relationship between the KPIs and KRIs and the risk-
based decision-making process steps. More information on this 
model can be found in this article’s reference list.

NRC’s Risk-Informed Performance-Based Model
A second approach developed by NRC in the late 1990s is the 

risk-informed and performance-based (RIPB) model. While the 
model was developed for the nuclear energy industry, the basic 
principles are sound and can be applied to other applications. 
The RIPB model essentially is the practice of assessing the risks 
and the potential for benefits to achieve an optimal balance in 
the decision-making process to improve outcomes. Risk in-
formation gathered from risk assessments is used in allocating 
resources to achieve performance objectives. NRC states that 
the objectives of RIPB methods are to:

FIGURE 4
ISO 31000 PRINCIPLES, FRAMEWORK & PROCESS

Note. Adapted from Risk Management Guidelines (ANSI/ASSP/ISO 31000-2018), by ASSP, 2018.
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Enable risk insights, engineering analysis and judg-
ment including the principle of defense-in-depth and 
the incorporation of safety margins and performance 
history to be used to: 

•focus attention on the most important activities; 
•establish objective criteria for evaluating perfor-

mance; 
•develop measurable or calculable parameters for 

monitoring system and licensee performance; 
•provide flexibility to determine how to meet the 

established performance criteria in a way that will 
encourage and reward improved outcomes; and 

•focus on the results as the primary basis for regu-
latory decision making. (U.S. NRC, 1999)
The terms “risk-based” and “risk-informed” appear simi-

lar, however, there are some distinctions. According to NRC, 
the term “risk-based” implies that decisions depend only on 
quantitative results and that experience shows that decision-
making often requires more than just quantitative data. “Risk-
informed,” as described by NRC, is a more encompassing term 
referring to both quantitative data and qualitative information 
important to the decision being made. NRC describes the term 
“risk-informed” to mean that an organization has taken the 
potential for adverse outcomes into account when it undertakes 
activities to obtain beneficial outcomes. The term “risk-in-
formed” generally connotes that a combination of quantitative 
and qualitative decision-making approaches is employed to 
assign resources appropriately toward the outcomes.

In terms of outcomes and performance, a hierarchical re-
lationship exists. Outcomes that drive performance can have 
complex characteristics that reflect performance over a wide 
range. Overall performance is determined by the resulting out-
comes from associated activities directed at achieving specific 
performance objectives. Therefore, overall performance is rep-
resented by a structure that is composed of a logical arrange-

ment of relationships and dependencies among performance 
objectives (Kadambi, 2005).

The term “performance-based” is frequently equated with 
“outcome-oriented.” The implication is that activities are 
undertaken by an organization to achieve performance ob-
jectives that are projected to accomplish specified beneficial 
outcomes. The contrast to be made is with a compliance-ori-
ented process in which activities comply with process re-
quirements, and it is explicitly or implicitly assumed that 
beneficial outcomes will follow. A problem arises if effective-
ness of the process is not sought using the right parameters. 
Experience has shown that mere compliance with detailed 
process steps may not accomplish outcome objectives. It is 
generally more effective to have evidence of achievement of 
the outcome objectives as being more important than merely 
complying with process requirements.

The scope and application of RIPB methods should be deter-
mined on a case basis. In general, RIPB methods are resource 
intensive because they demand broader and deeper under-
standing of the organizational culture and management com-
mitment for improved outcomes. Compliance with prescribed 
process requirements is generally less demanding and easier 
to verify. However, if the focus is on effectiveness, it becomes 
more important to look for congruence between the results of 
process compliance and outcome objectives.

The limitations of RIPB methods lie in the level of effort be-
ing commensurate with potential benefits. Careful assessment 
of the level of effort and the level of detail to be pursued makes 
achievement of success more likely.

The main benefits of RIPB methods accrue from a strategic 
perspective. A focus on outcomes generally leads to consistency 
in alignment of activities and decision-making within an orga-
nization. In addition, a risk-informed and performance-based 
approach helps accommodate innovation and new technology. 

For the nuclear energy industry, NRC recommends that an 
integrated risk-informed decision-making model be incor-
porated into the risk management framework. The approach 
shown in Figure 7 consists of five principles that are executed 
within the framework toward an outcome considering the 
risks, safety and performance (ANS, 2020). The principles are: 

1. Current regulations met: As a minimum, applicable regu-
lations are met. 

2. Defense-in-depth consistency: The consistent, effective use 
of layers of controls or defense-in-depth is a key requirement. 
Such a layered approach to implementing controls supports the 
resilience of the organization to unexpected challenges.

3. Maintenance of safety margins: Information about the most 
important safety margins relevant to a given decision is used.

4. Risk-informed analysis: Insights from the analysis includ-
ing qualitative and quantitative information are used to set 
priorities and allocate resources.

5. Performance monitoring: Parameters associated with out-
come and performance objectives are closely monitored.

NRC has been a leader in developing the ideas central to RIPB 
concepts into tools and methods based on an evolution of regula-
tory practices away from those that were strictly compliance ori-
ented. NRC has expressed the importance of having the licensee 
(entity that has been granted license to use radioactive materials) 
take responsibility for the safe use of potentially hazardous ra-
dioactive materials. Licensees have the primary responsibility 
for safety, with NRC having the role of verifying that applicable 
rules and regulations are followed. During the 1980s and 1990s, 

FIGURE 5
PLAN-DO-CHECK-ACT MODEL

Note. Adapted from Occupational Health and Safety Management 
Systems: Requirements with Guidance for Use (ANSI/ASSP/ISO 45001-
2018), by ASSP, 2018. 



assp.org  JUNE 2022  PROFESSIONAL SAFETY PSJ   35

compliance orientation was seen to have become counterpro-
ductive. A realization that too much emphasis on compliance 
detracted from licensees taking full responsibility for safety led 
to the highest levels of NRC directing the staff to adopt a more 
performance-based approach. However, the challenge was that 
accountability to the public could not be decreased by licensees 
or the NRC. The result led to the group issuing the “White Paper 
on Risk-Informed and Performance-Based Regulation” (known 
as the RIPB white paper), providing more direction to NRC staff 
and regulated industry (U.S. NRC, 1999).

The RIPB white paper describes the terms and characteristics 
that should be observed in the outcome of the application with-
in a wide range of contexts. As the RIPB white paper was issued 
by the highest-level authority in the regulatory agency, it carries 
the power of setting a standard demanding conformance.

As a result, NRC developed NUREG/BR-0303, Guidance for 
Performance-Based Regulation, based on the RIPB white paper 
(U.S. NRC, 2002). This document provides a structure and pro-
cesses to implement performance-based safety. The methodol-
ogy is general enough that it can be used by OSH professionals 
as another tool in the toolbox for a wide range of applications 
involving hazardous materials and operations.

Conclusion
Organizations must manage all risks encountered (i.e., haz-

ard risks, operational risks, financial risks, strategic risks) while 
pursuing opportunities and achieving their objectives. For an 
organization to successfully achieve its objectives, calculated 
risk must sometimes be taken. To help organizations accom-
plish this, OSH professionals must be prepared to look beyond 
hazard risks and see the aggregated risks and their potential 
impacts. This requires recognition that some risk usually ac-
companies opportunities.

OSH professionals can assist organizations in establishing 
a more risk-informed and performance-based approach to 
decision-making by applying the basic principles found in the 
RIPB model. These include:

•defining the performance-based objectives and related KPIs 
and KRIs

•establishing the decision context and information needs
•assessing the aggregate risks and their potential impacts

•providing the necessary information to make the decision
•ensuring that legal and regulatory requirements are met
•implementing a layers-of-controls approach that achieves 

and maintains ALARP
•maintaining acceptable safety margins
•monitoring performance and adjusting as needed to meet 

objectives
•communicating performance and risk with affected stake-

holders
For an organization to achieve its objectives, there are occa-

sions where certain opportunities and associated risks must be 
considered. Being able to make such decisions in an informed 
way that balances the benefits (opportunities) and the costs 
(risks) allows an organization to be innovative, competitive and 
resilient. By helping organizations incorporate and integrate 
RIPB principles into their ERM framework and decision-
making process, OSH professionals can increase their value, 
importance and worth.  PSJ

FIGURE 6
RISK-BASED DECISION-MAKING PROCESS

Note. Adapted from “Risk Management: Techniques for Safety Practitioners” (ASSP TR-31010-2020 Technical Report), by ASSP, 2020. 
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